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Application Software, Servers, Storage, Networks an d their Virtualization

Motivation

Administrator

Raising complexity of IT environments:

• Applications run distributed across servers, 
storage systems and networks.

• Variety of different hardware and software

• Every vendor has its own management solutions

?!#$%
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DMTF Management Standards

� CIM (Common Information Model)
– Data model to represent IT resources
– Independent of any specific platform or technologies

� WBEM (Web Based Enterprise Management)
– Defines the protocols and interfaces for access to CIM data models. 
– Based on standard-technologies like XML, HTTP and Web services

� more ...

CIM and WBEM together enable Interoperability between vendors of hard- and software 
and vendors of management solutions.

Almost all larger vendors of hard- and software are members of the DMTF

DMTF = “Distributed Management Task Force” - http://www.dmtf.org

The DMTF defines open standards for the management of distributed systems:

Covered by z/OS CIM
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CIM Data model – an example

DMTF Schema

Plattform Extensions
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WBEM Operations – Examples

HTTP
Request/Response

CIM-XML

• enumerateInstances ( CIM_Process)
= List all objects of type process

• execQuery ( CIM_Process, where XXX)
= List processes filtered by query

• modifyInstance ( CIM_Process.handle=1 )
= Change attributes of a process

• associators ( CIM_Process.handle=1 )
= List objects associated to a process,

e.g. the operating system or threads

• ‚subscribe‘ ( CPUTime > xxx )
= request async message on event xxx

• ...



© 2011 IBM Corporation6 z/OS Common Information Model6

ps –ef 

CIM Data Providers

Read ASVT and ASCB 
control blocks

Provider („Device Driver“) Provider („Device Driver“)

XMLenumerateInstances
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The z/OS CIM Server
An Implementation of the CIM/WBEM Standards

OpenPegasus
CIM Server (CIMOM)Repository

CMPI Provider Adapter

Platform
Schema

Extensions

...Data
Provider

Data
Provider

Data
Provider

Data
Provider

DMTF
CIM Schema

Jobs WLM CF RMF

z/OS

CIM XML over HTTP(S)

WS Management
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CIM @ Work

C
IM

 C
lient

C
IM
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lient

C
IM
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lient

C
IM

 C
lient

CIM Server

cimXML over HTTP / WS Management

CIM Server
CIM Server

CIM Server

CIM Server

CIM Server

CIM Server

Management
Software
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OpenPegasus
z/OS Extensions

OpenPegasus
OpenSource Code
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z/OS CIM Server

The z/OS CIM Server combines open standards and OpenSource with the strengths of z/OS

z/OS CIM Server – The best of two worlds

CIM

XML

WBEM

HTTP

CMPI

Console

AT-TLS

ARM

SMF

RACF/
SAF

...

Program
Control

WS
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z/OS CIM Setup Overview

Once CIM was installed via SMP/E, the following customization steps are necessary:

� Security Setup
– Once per security domain/sysplex
– Use CFZSEC sample job for a quick start with RACF

• RACF profiles and authorizations
• User setup

� File System Setup & Customization
– Once per z/OS system where CIM is configured to run
– Use CFZRCUST sample job
– CIM is installed in the UNIX File System at /usr/lpp/wbem

� Reserve TCP/IP ports
– Default is 5988 (http) and 5989 (https)

� Customize Started Task Procedure CFZCIM

� Run the Installation Verification Program (CFZIVP)

� Customize the UNIX System Services Shell
– /usr/lpp/wbem/install/profile.add
– Required to run CIM command line utlities
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/

/etc/wbem/cimserver.env
/etc/wbem/cimserver_planned.conf

/usr/lpp/wbem

System specific data
(Read/Write)

Global Data
(Read Only)

/var/wbem

HLQ.$SYSTEM.VARWBEM.ZFS

/logs
/repository

z/OS CIM Installation Locations

CIM Server Started Task User
requires write access to these
directories.
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z/OS CIM Security Overview

TCP/IP z/OS AT-TLS

Userid/
Password

Userid/
Passticket

User
Certificate

SAF check for authorization to use CIM
Profile CIMSERV CL(WBEM)

SAF check for authorization to use a specific CIM provider
Vendor specific profile CL(WBEM) - OPTIONAL

SAF authorization checks for protected resources

‚Freds‘
Request

RACF
Or other security product

Network Security
(Encryption/Certificates)

Authentication
(Is it really Fred?)

Authorization
READ/UPDATE/CONTROL

(Is Fred permitted to use CIM?)

Authorization
(Is Fred permitted to z/OS resource?)

Run as Requestor: Fred Designated User: XYZ
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z/OS CIM Authentication / Authorization flow

Userid/
Password

OK?

Access to profile
CIMSERV

CL(WBEM) ?

No Access

Switch thread user
to request user

OK

Failed

OK

Failed

CIM
Request

CIM Server
has SURROGAT

for Userid ?

OK

Failed
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Pegasus CIM Server                                              
Process                                                         

RunAs Security for CIM Providers

� By default a CIM Provider is invoked in the security context of the requestor
� Resource authorization checks occur against the requestors ID
� Requires each CIM client user to be authorized for all resources accessed by a CIM provider.

� Optionally a CIM Provider can be configured to execute under a designated (RunAs) user context
� Resource auhorization checks occur against the configured user ID
� A CIM Client user „only“ needs the authorization to access CIM and optionally a certain provider.

HTTP Request

Provider Thread

Requestor

Requestor

CIM Server User

ResourceProvider Thread

Designated User

Client

Requestor

Provider 
Registration

RunAs?

Access Checks
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RACF

CIM Server Secure Signon (Passticket) Support

� Can use RACF PassTickets instead of passwords to authenticate requests against the CIM 
Server.

– RACF PassTickets are cryptographically-generated, single-use, short-lifespan password 
substitutes. They are inherently more secure than passwords.

� CIM Server uses a distinct APPLID of CFZAPPL
– Versus using OMVSAPPL like other Unix System Services Daemons

key

CIM Client
Application

z/OS 
CIM Server

HTTP Communication

HTTP Request

CIM-XML
Request

UserID
Passticket

Userid

APPLID

Timestamp
Generate Passticket Validate Passticket1

2

3

Passticket Passticket

APPLID
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� To enable PassTicket support for the CIM Server, define ‚CFZAPPL‘ in the PTKTDATA 
class in RACF:

� Refer to z/OS Security Server RACF Security Adminis trator's Guide (SA22-7683) for 
more information about using PassTickets.

SETROPTS CLASSACT (PTKTDATA) 
SETROPTS RACLIST  (PTKTDATA) 
RDEFINE PTKTDATA CFZAPPL SSIGNON(KEYMASKED(<key>)
SETROPTS RACLIST  (PTKTDATA) REFRESH

<key> is the 16 digit encryption key.

CIM Server Secure Signon (Passticket) Configuration
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SSL Encryption and Certificate Based Authentication

CIM 
Server

59
88

59
89

CIM
Client

z/OS 
Com. Server

AT-TLS

Client
Certificate

z/OS 
SAF-Product
(e.g. RACF)

z/OS userid

userid /
password

CA
Certificate

CIM Server
Certificate

Encrypted

map

Plain
unecrypted

CA
Certificate
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CIM Metrics Model
Examples of z/OS Metric Definitions
FreePhysicalMemory (CIM_OperatingSystem)
FreeVirtualMemory (CIM_OperatingSystem)
LoadAverage (CIM_OperatingSystem)
DelayPercentage (CIM_OperatingSystem)
...
TotalCPUTime (CIM_Process)

Get all metric values for a specific
resource, e.g. a process:
- MetricForME association

Get metric values of a specific type
for all resources to which it is 
applicable:
- MetricInstance association

Get all defined metric types for a
specific resource, e.g. a process:
- MetricDefForME association

Use cases:
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z/OS CIM & RMF Topology

CIM
Server

CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider
CIM Provider

RMF
Monitoring
CIM Provider

Monitoring Application

CIM Client API

HTTP
CIM-XML

RMF
Distributed
Data Server
(DDS)

RMF
Monitor

III

HTTP

Auto locate in Sysplex

Authenticate: Option A:  HTTP_NOAUTH(*)
Option B:  Secure Signon

ID: CFZSRV

ID: CFZSRV

SETROPTS CLASSACT(PTKTDATA) RACLIST(PTKTDATA) GENERIC(PTKTDATA)
RDEFINE PTKTDATA GPMSERVESSIGNON(KEYMASKED(<keymask>))
SETROPTS RACLIST(PTKTDATA) REFRESH
----
RDEFINE PTKTDATA IRRPTAUTH.GPMSERVE.* UACC(NONE)
PERMIT IRRPTAUTH.GPMSERVE.* CL(PTKTDATA) ID(CFZSRV) ACCESS(UPDATE)

RACF Example for Secure Signon from CIM Provider to  RMF DDS:
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Exploitation Examples

� z/OS Management Facility
– A modern, Web-browser based management console for z/OS
– New in z/OS 1.11
– http://www-03.ibm.com/systems/z/os/zos/zosmf/

� z/OS Capacity Provisioning
– Manages OnOffCapacity of IBM System z10 Enterprise Class servers. 
– New in z/OS 1.9
– http://www-03.ibm.com/systems/z/os/zos/features/wlm/release_history/cp/index.html

� Directly by End Users
– Command Line tool (e.g. cimcli)
– Generic CIM Browsers (ECUTE CIMExplorer)
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Thank you
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The following are trademarks or registered trademarks of other companies:
Java and all Java based trademarks and logos are trademarks of Sun Microsystems, Inc., in the United States and other countries or both. 
Microsoft, Windows, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both. 
Intel and Intel logo are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and other countries.

POSIX and UNIX are registered trademarks of The Open Group in the United States and other countries or both. 
Linux is a trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.

NOTES:

Any performance data contained in this document was determined in a controlled environment.  Actual results may vary significantly and are dependent on many factors including 
system hardware configuration and software design and configuration.  Some measurements quoted in this document may have been made on development-level systems.  There is 
no guarantee these measurements will be the same on generally-available systems.  Users of this document should verify the applicable data for their specific environment.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Information is provided “AS IS” without warranty of any kind.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results they may 
have achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot confirm 
the performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those 
products.

The information could include technical inaccuracies or typographical errors.  Changes are periodically made to the information herein; these changes will be incorporated in new 
editions of the publication.  IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without  notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at 
those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk.

IBM may have patents or pending patent applications covering subject matter in this document.  The furnishing of this document does not give you any license to these patents.  Send 
license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA.
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